«OCTOpPOKHO, MOIIEHHUKH | »

B ycroBuAX pa3sBUTHA upoBOM SKOHOMUKH, 3IEKTPOHHBIX IIaTEXKHBIX CHCTEM
[IEPCOHAIBHBIX AJICKTPOHHBIX ycrpoiicts u VIHTEpHETa CTPEMHUTEIBHO BO3POCIIO

KOJIMYECTBO COBEPIICHHBIX C UX UCIIOJIL30BAHUEM HpCCTYIIJICHI/Iﬁ.

CoBepICHUIO JIAHHOW KaTCrOpHH IpeCTyIIEHUH CIIOCOOCTBYIOT JOBEPYHUBOCTD
rpakiaH, HEeJOCTaTOIHad HX OCBEJIOMJICHHOCTb M NPEHEOPEMUTEADHOT OTHOLICHHS

K 5JIeMEHTapHBIM NIPaBIyIaM 0e30TaCHOCTH.
Jlns TpeaynpexacHus IIPOTUBONPABHBIX nefcTBUM MO JIUCTAaHIUOHHOMY
XUIICHHIO JEHEKHBIX CPEICTB BaXKHO 3aIOMHUTE CIIeyIONIEE.
CoTpyAHHUKM OaHKa 110 Tesne(hOHy WIX B NEKTPOHHOM IHCHME HE 3aIpaluBaoT:
e TepCOHAJIBHBIE CBEICHHUA (cepuss ¥ HOMEp IIAcTIOpTa, a/pec pEeTHCTpPALINH,
uMs ¥ (haMuiKs BIaJebLa KapThl);
e PpEKBM3WTEHI, CPOK neiicteus, [IMH- 1 CVV-kobl 6aHKOBCKHX KapT;
e TmapoiH MM KOZIBI U3 CMC-coo0menuii I MOATBEPKACHHA GUHAHCOBBIX
omepauui Wik UX OTMCHBL,
e JIOTMH U IIApojb JUIA BXOJA B JIMYHBIA KAOWHET KIreHTa OaHKa.
CoTpyIHMKH OaHKa TAKKe HE IPEIaratoT.
e YVCTAaHOBHTb NPOTPAaMMBI YIAICHHOIO jgocTyna (wiM WHBIE CTOPOHHME
TIPIJIOKEHHS) HA MOOMIBHOE YCTPOMCTBO M Pa3pelIUTh IOMKIHOUCHAC K HUM
1101 IIPEIIOTOM TEXHUYECKOH TOUICPHKKH (HarpuMep, y/laleHHe BUPYCOB);
e IIepEWTH MO CCHUIKE M3 CMC-coobmieHus;
e BKIIOUMTH Ilepeajpecaluio Ha TeneoHe KIMEHTAa IA COBCPIICHHA
B faTbHENIEM 3BOHKA OT €r0 HMEHH B 0aHK;
e 1O HMX pPYKOBOJACTBOM IEpEBECTH UL COXPaHHOCTH JICHEXHBIE CPCACTBA
Ha «3AIIANIHHBIE» WM «OGe30TacHbIey CULTa;
e 13aiiTH B OHIAWH-KAOMHET MO CCBHUIKE M3 CMC-coobnieHus WX 3JEKTPOHHOTO
IIACHMA.
BapK MOXET MHHIIMMPOBATH OOLICHHE C KIMEHTOM TOIBKO VLA KOHCYJIBTALHH
[0 IPENOCTABIACMBIM YCIyIaM. [Ipu 3TOM 3BOHKH COBCPLIAKOTCA C HOMEPOB,
yKa3aHHBIX Ha 00OpOTHOH CTOpPOHE KapThbl, Ha obUIHMATBHEIX CAHTaX H 0aHKOBCKHUX
JOKyMeHTax. VHpIe HOMEPA HE HMCIOT HHKAKOrO OTHOIIEHHS K O2HKY.
Uro6pl HE CTaTh JKEPTBOW IMCTAHIHOHHOTO MOIIIEHHUYECTBAa CIEeAYeT
MICIIOJIB30BATH TOJIBKO OGUIMATBHBIC KaHaIbl CBASH.
e (opMbl OOPaTHOMN CBS3Y HA cajite 6aHKa X B MOOMJILHOM TIPUJIOKCHHAH;
e Tee(hOHBI TOPAIHMX JIMHUHI;
e TpYIIIBI WK 9aT-00THI B MecceHKepax (ecny TaKOBBIC HUMEIOTCS).
BakHO IIOMHHTH, 9TO MOOWIBHBIC NPHIIOKCHHA GaHKOB ClemayeT CKaduBaThb
yepe3 OPUIHATIBHBIC MarasHHbl (App Store, Google Play u T.1L.).
HeoOXOAMMO YYMTHIBaTh, 9TO JACPKATCIb KapThl 00sA3aH CaMOCTOATCIBLHO
0BecreunTh KOH(HIEHIIHATBHOCTD €€ PEKBUSHTOB W B DTOH CBs3U U30eraTh:
o [OXKIIOYEHHs K OOIIEIOCTYTHBIM CETIM Wi-Fi;
e wucmonbzopanus 1IAH- wmwmm CVV-KonoB [pH 3aka3e TOBapoB H YCIyT
yepe3 ceTb «MHTEPHET?, & TAKKE 110 tenedony (dhaxcy);
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e COOOIIEHHs HA3BaHHBIX KOJOB TPETHUM JIHIAM (B MPOTHBHOM CITy4ae mobbIe
OINepaluy, COBEPIICHHBIE C MX UCTONb30BAHUEM, CHUTAIOTCA BBITIOJTHEHHBIMH
CaMMM JiepKaTeneM KapThl H He MOTYT OBITh OIPOTECTOBAHBI).

IIpu HKCIONB30BaHMM OaHKOMATOB OTHaBalTe MPEANOYTEHHE TEM, KOTOPBIC
YCTAHOBIIEHBI B 3AIMIIEHHBIX MECTaX (HAMPUMED, B FOCYIPERNCHUAX, oducax 6aHKOB,
KPYIHBIX TOProBBIX LeHTpax). Ilepen ero MCHOMb30BAHUEM, OCMOTpUTE U yOeIUTECh,
4TO:

e BCe OIEPAIMH, COBEPIIAEMBIE IIPSABITYIIUM KIIMEHTOM, 3aBEPILICHBL,

e Ha KJaBHAType M B MecTe I IIpHeMa KapT HET JONOIHHTEIBHBIX YCTPOUCTB;

e OTCYTCTBYIOT HEUCIIPABHOCTH M HHBIC TIOBPEKIICHHA.

CoBeplias OTepauyy, He TPHUCIyIIMBAHTECh K COBETAM HESHAKOMBIX moaen
U HE PUHUMANTE UX MOMOILIb.

Ilpy UCIOIb30BAHMK  COTOBBIX TeneoHoB  (cMaprdoHOB)  cobnronanTe
ClIEAYIOLIME IPABUIA:

e Ipu YCTAaHOBKE MOOMIBHBIX NpUIOKEHUH oOpaiiaiTe BHMMaHue Ha
[TOJTHOMOYHs, KOTODhIE OHM 3ampalMBaioT. byasre 0COOEHHO OCTOPOJKHBI,
eclM TIPWIOKEHHE IPOCHUT IIpaBa HAa YTCHHUE aJipeCHOM KHMIM, OTIPAaBKY
CMC-co0oBIIeHui 1 MHBIX YBETOMIICHHH, TOCTYT K ceTH «MIHTepHED;

e OTKIIOUHTE B HACTPOMKax BO3MOXXHOCTb HCIIOJB30BAHUA TOIOCOBOIO
yIpaBlIeHUS IPH 320 I0KMPOBAaHHOM KPaHE;

e He IEPEeXOOUTE IO CCBUIKaM M3 CMC-yBefOMJICHHM, pa3IHYHBIX YaTOB
M MECCEHIKEpPOoB, He yOeauBIIMCh B HX JAOCTOBEPHOCTH (mepe3BaHUBANTE
JIOAAM MX TIPHUCIABIINM);

e He TIIepEUMCIIsiTe [CHEXHBIE CpPEACTBA 3HAKOMBIM, POJCTBCHHHKAMH
¥ OIM3KUM JMIIaM Ha HX TMpockOBl O TNEPEBOAEC [CHEKHBIX CpPCICTB
U3 CMC-yBenoMJICHHH,  pa3IWdYHBIX  HaTOB  H MECCEHIDKEPOB,
He yOeIMBIIMC, B WX JOCTOBEPHOCTH  (IIEpe3BaHMBAHTE  JIHOIM
HX IIPHCIIaBIINM);

I[Ipu WMCIIOIBb30BaHUH MHTEPHET-CEPBUCOB, B TO HWHCIIE VLA MOKYIIKH H NPOAAKH

TOBApOR M OKazaHus ycuyr (Asuto, FOa U T.11.) 3a[I0MHHTE PSiIl HPOCTBIX MPABAIL:

® JCHOJB3YHTE CPeACTBA OOMICHHS, IIPEIOCTAaBICHHBIC NaHHBIMH caiTamuy,

e HE IEPEXOAUTh Ha «UHIMBHIyalbHOE» OOLIeHHE C NOCTOPOHHMMH JIHIAMH
C UCTIOJIb30BAHUEM JTMUHBIX HOMEPOB T€IE()OHOB;

e He IepeiaBaiiTe CBOM IIEpCOHAIbHBEIE [aHHBIE, B TOM 4HCIa ajpec
TNPOXHBAHHs, KOHTaKTHbIE Tele(OHBl, OAHKOBCKHE PEKBH3MTBI H KOJBI
HOATREPKIEHUSA OaHKOBCKHMX OIEpallnii;

® HCIOJB3YHTE TOJIBKO MOPAJOK U (GOPMBI OIUIATHI, IIOJY4CHHMS TOBApOB,
npeIyCMOTPEHHBIE JaHHBIMH HHTCPHET-CEPBUCAMH.

IIpn omnare ToBapa H yciayr B cetu «Hurepner» (0ocoGeHHO IIPH NPHBA3KES
K PEeryJpHbIM IUIAaTeXaM WIH aKKayHTaM) TpeOyeTcs BCerja y4MTBRIBATH BRICOKYIO

BEPOATHOCTh II€pEXOfa Ha MOJ/ETBHBIA CaHT, CO3[JaHHBIA I KOMIIPOMETALNH
KJIMEHTCKUX JaHHBIX, BKJIIOYas TUIATEXHbIE KAPTOYHbBIC 1aHHBIC.

Jins MUHMMM3AIMA BO3MOXKHBIX XHIICHWH TIpH IPOBEICHHH orepanui
¢ ucnosib3oBanueM cetd «MHTEepHET» PEKOMEHAYETCA:
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e 0hOPMHUTH BUPTYaIbHYIO KapTy C YCTAHOBICHHEM pasMepa HHIUBUIYaTbHOTO
JIMMHTA, OTPAHMGMBAIOIIETO ONEpalMd, B TOM HYHMCIE C HCIOIB30BAHHCM
Ipyrux OaHKOBCKHX KapT;

e puuMaTeabHO uMTarTh TekcThl CMC-coOOmEeHHH M HHBIX yBEIOMJICHHH
¢ KOJaMH NOITBEPKICHUH, IPOBEPATH PEKBUIUTEI onepauuii. ECliM peKBHU3HUTHI
HE COBIIAAAKOT, TO TaKOH napojb BBOJUTE HEJIB34.

Korza 6aHK CUMTAaeT COBEPHIAEMBIE OT HMCHM KIMCHTa  OICpaLHH
I0JO3PHUTENLHBIME, OH MOXET II0 CBOSH WHMIMATHBE BPEMCHHO 3a0JI0KHPOBATh AOCTYTI
x ceppucaM CMC-6aHka 1 omaiH-kabusera. Eciu oneparyi COBCPUICHEI JepKaTeaeM
KapThl, JUTs GBICTPOrO BO30GHOBIEHMS JOCTYNA K JEHEXHBIM CPEICTBAM NOCTATOHHO
TI03BOHUTH B KOHTAKTHEIHA LIeHTp OaHKa.

B ciydae yTepW WIM CMEHBl HOMepa TeledoHa, NPHUBA3AHHOIO K 6aHKOBCKOM
KapTe, HeoOX0IMMO:

e CBs3aThCA ¢ 6aHKOM I oTKodeHus yeryru CMC-yBenoMiIeHIS,
e 3a0JOKHPOBATH CHM-KapTy, OOpaTHBIIHCE K COTOBOMY ONEpaTopy.

[Ipy BO3HUKHOBEHHM MAICHIINX IIOAO3PEHUH HACYET IPEAPHHHMACMBIX
TIONBITOK ~ COBEPLIEHMS MOIMICHHUYECKMX [EHCTBMH CHCOYyeT HE3aMEINUTEIBHO
yBeIOMJIATH 00 3TOM OaHK.

CobmoicHHE TIPUBEICHHBIX MEp W PEKOMEHJAlMi IO3BOJIUT IPEAOTBPATHTH
CIy4ad JUCTaHIIMOHHOIO XHINCHHS JCHEKHBIX CPEACTB.



